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Abstract

Currently, evaluation of biometric authentication sys-
tems depends on biometric databases. Quch databases usu-
ally consist of biometric data collected in cooperation with
a lot of volunteers. If the number of volunteers involved in
a database becomes very large and if the database is circu-
lated from a organization to other, there arises a new threat
that the privacy of the volunteers might be infringed in case
of database abuse. To protect the privacy of volunteers and
to build a freely circulated biometric database, we propose
a new method to construct synthetic biometric examples
from real examples. In this paper, first we analyze the re-
quirement of biometric database for evaluation and show
the guiddinesto build a synthetic biometric database. Then
we show the preliminary case study on face database. The
case study includes the data distribution analysisin a PCA
subspace of 330 volunteer faces. Finally, we show some ex-
amples synthesized by our method.

1. Introduction

Evaluation of biometric authentication systems, espe-
cialy accuracy evaluation, requires a large-scale biometric
database[5]. Conventionally, such databases are constructed
with cooperation of many volunteers. As the biometric au-
thentication systems being put on practical applications, the
number of volunteers required for evaluation is becoming
large. For example, Wayman et al. showed that to achieve
0.001-certainty factor of false rejection rate requires 3000
biometric examples to test. If we consider the performance
changes caused by gender, age, and ethnos, we have to
gather the same number of examples for each group. This
kind of large biometric database also required training the
algorithm because recent algorithms are based on learning.

Building such alarge database requires great effort find-
ing a large number of volunteers and keeping them coop-
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erating along with the procedure to build the database. De-
mand for circulation from an organization to the other will
increase to support multi-national evaluation, nation-wide
evaluation, and to devel op better authentication algorithms.
Transferring a database to a different organization implies
less responsibility of database protection and there will be
more possibilities of leakage of the individual data. Cur-
rently, the privacy of the volunteers is guaranteed by the
agreement between the individual and the database main-
tainer, and, if we strictly comply with the agreement, it will
be impossible to transfer the database between different or-
ganizations or between countries.

Once, theindividual datais|eaked, there are several sce-
narios of database abuse and possible social threat. We an-
alyze such social threat and propose a synthetic database as
an alternative solution for privacy protection. An example
of synthetic biometric database is SFINGE[1]. It is based
on the model of fingerprint generation and has been applied
in the public benchmarking FV C2004[3]. However, for bio-
metrics whose generation processes are not modeled well, it
is better to be based on from real database and keep the sta-
tistical characteristics of the real database.

In this paper, we propose a method to generate synthetic
biometric database from area database, keeping the same
evaluation results form both database. In the following sec-
tions, first we analyze the threat of individual data leakage
from biometric database in Section 2, then analyze the re-
quirements of biometric database propose how the synthetic
database should be built in Section 3. In addition to the gen-
eral discussion, we perform acase study on face database in
Section 4.

2. Threat analysis of biometric evaluation
database

Various types of vulnerability have been aerted in bio-
metric authentication systems. Figure shows points of
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Figure 1. Schematic diagram of database col-
lection and evaluation of a biometric authen-
tication system

Figure. 1 shows the schematic diagram of database col-
lection and evaluation procedure. Generaly, threat of
database leakage is less recognized than individual tem-
plate leakage from operating biometric authentication sys-
tem. However, it is much easier to steal evaluation database
than to steal individual templates, because of the follow-
ing reason:

1. Individual templates are usually stored in asystem are
and secured. But evaluation database are exposed out-
side of the system and are not secured.

2. Many of individual templates are not raw images but
feature vectors. But most of the evaluation databases
have raw images.

The first scenario is to produce a fake biometric exam-
ple from stolen database. A fake biometric sample, such as
afake fingerprint, an iris and a fake facemask, can be pro-
duced from the raw image. This fake example can be used
to attack a biometric authentication system under operation
shown in Figure 2. Suppose the attacker steal the template
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Figure 2. Threat of attack against a work-
ing biometric authentication system using a
fake biometric sample made from evaluation
database

database D Bp of biometric evaluation system B. If the at-
tacker knows the PIN N; of the person P;, (P; € DBp),
a fake biometric, which produces the same impression as
T, is produced from T';, then it can be used to attack a 1-
to-1 authentication system A and obtain the access permit
of the owner j. Even if the PIN is not known, but it is cer-
tain to be enrolled in the specific system A, the fake exam-
ple can be used to obtain access permit to the system, if the
system allows 1-to-N authentication scheme.

The second scenario is to find a real-existing close ex-
ample from the whole database shown in Figure3. Suppose
the attacker is eager to access a certain system A with
the PIN 4, and obtained the template database of the sys-
tem DB4. Then the attacker will obtain very large eval-
uation database DBp and find a person P;, whose bio-
metric template 7, (T; € DBp) is very close to the one
T;(T; € DB4) enrolled in the target system T;. If the at-
tacker track the PIN of D B g and possibly find the owner of
T, the attacker force or persuade the person P; obtain ac-
cess to the system A. This can fake the mechanism of live-
ness detection of the biometric system A.

The third scenario is to get the database for fun. Some
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Figure 3. Threat of attack against a work-
ing biometric authentication system using
a twin-like impostor found in evaluation
database

might try to identify an subject enrolled in a biometric
database for evaluation. If the biometrics data is face, it is
not easy but possible to find the person from a community.
Then astory of the persona facts of the subject might bere-
vealed. The privacy of the volunteer will be violated.

To prevent the above scenarios, protecting the database
is desirable. However, an evaluation database has necessity
of circulation among different organizations and it is im-
possible to monitor all data access. Also, hiding raw im-
age is impossible, because the evaluation usually includes
feature extraction algorithm as well as matching and de-
cision agorithms and the input of the algorithm must be
araw image. So, it is inevitable to expose individual raw
data. One solution is to evaluate the system in a network
isolated white room, in which only limited number oper-
ators can come in. However, there is no confidence that
every evaluator operates such a secure evaluation environ-
ment. The database builder, which is responsible to the vol -
unteers' privacy, should take measures to protection. Other-
wise, the database builder will haverisk of being accused or
difficulties gathering wide range of volunteers.

3. Requirement of synthetic biometric

database

A synthetic biometric database consists of virtual indi-
vidual biometric examplesis one of the solution. However,
to satisfy the demand on precise eval uation of biometric au-
thentication systems, the database should have the follow-
ing characteristics:

1. (precision requirement) The evaluation results derived
from asynthetic biometric database should bethe same
with the real database.

2. (universality requirement) The precision requirement
should be satisfied for all the authentication algorithms
to be evaluated.

3. (privacy requirement) Each biometric data in the syn-
thetic database should not represent any real person.

The precision requirement can be resolved in the following
way.

1.0,

IMPOSTER
(matching samples from
different person)

GENUINE
(matching samples from
the same person)

nnnnnnnnn

occurrence
—

False Reject
(false negative)
he

False Match
N/ (false positive)
he

%/mh.,,

Tn
matching score

1.0

oo
of

Figure 4. Typical similarity distribution of bio-
metrics authentication
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Figure 5. An ideal similarity distribution of
synthetic biometrics database B comparison
with real database A




Suppose group A is areal database corrected from ex-
istingindividuals consist of M 4 examples. Using algorithm
O, an biometric raw example a;, (a; € A,1 < i < My)is
projected to 6(a;) in afuture space. If we obtain a similar-
ity distribution like Figure.4, it means that the distribution
of hr 4 at threshold T}, is the number of impostor samples
closer than T}, in the feature space ©. Another group B is
a synthetic database derived from A consists of M 5 exam-
ples. (Mp = M 4 inthiscase) Using algorithm 6, a biomet-
ric raw example b;, (b; € B,1 < i < Bj) is projected to
6(b;) in afuture space. If we like to have the same false re-
jection rate (F'RR) and false accept rate (F"AR) at thresh-
old T}, the number of pairs, which are closer than T, in
the feature space © should be the same with the case of
A. This suggests that we should be careful not to change
the distance of samples, whose distance is less than T7,, but
we don’t have to be careful about the distance of samples,
whose distanceis larger than T7,.
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Figure 6. Relationships of critical samples in
a real database and the corresponding syn-
thetic database

Figure.6 shows an example of such a deformation. Sup-
pose P are the biometric samples. For a arbitrary index ¢,
select samples closer than the threshold 7', in the feature
space O. In this figure, they are P;1, Pio, and Pj3. If we
generate synthetic examples Q;1, Qi2, and Q;3, and the dis-
tance between ;1 and Q;2, Qi1 and Q;3, and Q2 and Q3
are equal to the original distance between P;; and P;s, P,
and P;3, and P;; and P;3, respectively, the synthetic sam-
ples satisfy with the three requirements explained in this
section.

In the above deformation, we should consider isolated
samples which have only one neighbor or no neighbors
within the threshold 77,. In case of doubles, we rotate the
pair of samples around its center. In case of standalone, we
move the sample along a certain displacement, which has a
fixed length and a random direction.
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Figure 8. Schematic diagram of face image
deformation based on facial parts regions

4. A case study using image based PCA

According to the idea in Section. 3, we have synthe-
sized a face database from a real face database. The real
faces are from HOIP face database contains 300 subjects
of various age (from 20 to 60) and gender (150 males and
150 females), in aiillumination controlled environment. Itis
available under usage agreement with the database builder.
Figure. 7 shows the examples of the face images in the
database. We used only the frontal faces.

In this study, we deform the faces in image based PCA
subspaces, and then reconstruct faceimages. Because of the
nature of image based PCA, |ocation of each pixel or spatial
relationships between pixels is not considered at all. When
there exists a contour with sharp intensity gap and the shape
of the contour is changing more than few pixd s betweenim-
ages, PCA cannot interpolate the intermediate changes be-
tween two samples. This will result in artifacts on a syn-
thesized image reconstructed from PCA subspace. To avoid
this problem, we perform the deformation in a following
way as shown in Figure. 8. First, we select the three major
parts, eyes, nose and mouse, from a face. Those parts, de-
fined as fixed sized rectangular regions, are cropped from a
face image and aligned at their center. Then PCA is applied
to each region. Deformation is performed in the PCA sub-
spaces, then synthetic parts images are reconstructed. Fi-
nally, those synthetic parts are superimposed on the origi-
nal image.

Regards to the detail s of deformation, triples are detected
in each PCA subspace O of facial parts region. Then the
center of the triples P;;, P;2, and P;3 are caculates as C.
The synthetic face samples Q;1, @2, and ;3 are placed at
the symmetrica position of P;1, P;2, and P;3, respectively.
Therelatlonshlpsof P;1, Py, Pys, Qiln Qig, Qig, and C are
shown in Figure. 9.

Examples of synthetic faces are shown in Figure. 10. In
the figure, upper row is the real faces and the lower row is
the synthesized images. As we can see, the pair (left and
right) of imagesis apparently different person but has sim-
ilar impression. The distances between three samples are
same within the PCA feature space.
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Figure 7. Example images
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Figure 9. Generating synthetic face images
from the most close triples

5. Discussion and futuredirection

At this moment, we have not completed the way to sat-
isfy the universality requirement yet. Those synthetic im-
ages, whose distances are same with thereal imagesin PCA
sub-space, are not equal-distant in other feature space, such
as graph feature space derived by Gabor filter banks.

To manage more algorithms proposed so far[6], our fea-
ture work will be exploration of the better feature space,
which is more universal than PCA subspace. For example,
to satisfy both image-based agorithms and feature-based
algorithms, we should take shape parameters into account.
One direction is to describe a face with its shape and tex-
ture normalized with the shape. Figure. 11 shows such a
face modeling[2]. In the figure, faces corresponding to the
same person appeared in Figure. 10, are modeled by shape
(left column) and texture (right column) respectively. Using

this scheme, we will be able to describe facia feature lo-
cation by the shape parameter. Texture of aface (right col-
umn) is normalized by shape and contours of facial partsare
aligned precisely. Thiswill achieve better facial texture syn-
thesis without artifacts around the contour.

Another discussion is how to deal with intra-personal
variations. Since, some of the face recognition agorithms
require multipleimageswith different appearances, we have
to simulate intra-personal changes. One way is to ana
lyze intra-personal variation space, which is introduced by
Moghaddam[4], and generate synthetic images with intra-
personal changes. The other ideais to take multiple images
at registration and apply same deformation to the series of
images. The former approach requires only a single image
but the variation is a statistically calculated one and is not
real variations. The later approach contains the real varia-
tions captured inreal situation. However, which way ismore
realistic is not examined yet.

6. Summary

In this paper, we have analyzed the vulnerability and
threat of the biometric evaluation database and proposed
the method to generate synthetic database based on real ex-
amples. The reason we generate the database from real ex-
ample is that we can keep the statistical distribution of the
original database, thus, we are expecting that the evaluation
result will be the same as origina real database. The pro-
posed database, which does not have privacy problem, can
be circulated freely among biometric vendors and testers.
We hope that thistechnique will accel erate the development
practical biometric authentication systems.



Figure 10. The real face image (left) and the
synthetic face image (right) using our pro-
posed method
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